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3a japHa HabaBKa HA CTOKM -
codTBEp 3a 3alITUTA Ha KPajHH KOPUCHUIIN/CcepBep

CryyeH rmomery:

1. MUHUCTEPCTBO 3A ®UHAHCHH, co cegumite Ha yi.,Jlame I'pyes”, 6p.12 - Cxomje,
npetctaByBaHo o Dr.Fatmir Besimi, MmunucTtep 3a (hpuHaHCHM, BO HATAMOIIHUOT TEKCT:
ZIOTOBOPEH OPTaH M

2. lpyuwrBo 3a mpodecuoHasinn U KoucyarauTcku yeayru TEJIEJIMHK BU3HWC
CEPBHCHUC JOOEJI Ckomje, co cepuirte Ha yi.,Djogop Jocroescku®, 6p.72 - Bl kat 4/
crad 5 Bo Ckorije, npercraBysaHo oy bobu [IBeTKOBCKH, yIIpaBuTeJ1, BO IOHATAMOITHUOT
TEKCT: HOCHUTeJ Ha HabaBKaTa.

LIIPEIMET HA OTOBOPOT

Unen 1

ITpenmet Ha 0BOj OTOBOP e HabaBKa Ha CTOKYU — cOTBED 3a 3aLITUTA HA KPajHU
KOPUCHUIIM/CepBep, 0 CIPOBEeHaTa MoejHOCTABEHA 0TBOPEHA I0CTankKa 3a HabapKa
o oriac 6p.11334/2023.

[Ipesimeror Ha goroBopoT ondaka W MHCTANAMja HAa COPTBED CO BKIYYEHM
eI 3a mepuog og, 1 (ejHa) roguna, pemore 06yKa 3a KOPUCTEHhe Ha CUCTEMOT Ha
BpabOTEeHUTE BO JOTOBOPHMOT OPraH, Kako ¥ MUHMMYM 1 (e/ieH) IeH peMoTe BO MeceloT
3a KOHCYJITAIlMM BO BPEMETpaeme Ha MpeTrjiarara, Bo corjacHocr co TexHuuxuTte
cnetmduxanyu (Mpunor 1 xon Jlorosop).

II. BPEJHOCT HA 1OI'OBOPOT

Ynen 2
BxynnaTa BpeiHOCT Ha BoroBopoT Oe3 npecMeraHn JaHoK Ha JoJafeHa Bpe/jHOCT
uzHecysa 980.000,00 penapu.
BKynHHOT M3HOC Ha AHOKOT Ha fofageHa speguoct usnecysa 49.000,00 neHapwu.
BxynHaTa BpefHOCT Ha [OTOBOPOT CO MpecMeTaH [JaHOK Ha AojiajieHa BPeIHOCT
usnecysa 1.029.000,00 genapmu.
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MEHACTEPCTBO 3a (PUHAHCHK

111. PA3JIMKA BO LIEHA (KOPEKLIMJA HA LHEHW)

Ynen 3 o eh T
lleHuTe o uieH 2 ce Kpajuu, (PUKCHU M HEMIPOMEHJIMBU Ce [0 KOHEYHOTO
WCTIOJTHYBaH-€e Ha JJOTOBOPOT.
Bo nonypenuTe enu ce ondaTtenu nNarHUTe, JHEBHUTE WK €BEHTYAIHO OPYIA
TPOIIOLY HA HOCUTEJIOT Ha HabaBkarTa

IV.HAYMH 1 POK HA U3BPIHIYBAHE HA VCIIVI'ATA

Yien 4

Hocutenor na HabaBkara e Bo/bkeH codTBEpOT fia TO WCIOpaya, MHCTaaupa u
koHdurypupa - Bo nepuog on 10 (mecer) xasenpapckm pgeHoBu no pgobuBame Ha
MUCMeHaTa opavKka /i JOrOBOPHHOT OpraH.

3a M3BpIIeHaTa UCTIOpaKa, WHCTaJaluja u I(OH(bH[‘ypauH]a JOTOBOPHUTE CTpaHM
MOTIMIIYBAAT JOKYMEHT - pab0oTeH HaJoT U/ Uy 3aTiCHHUK.

Pa6OTHlfl.OT HAJIOT M/VJIK 3alMUCHUKOT 33 U3BPIIeHAaTa MCIopaKa co MOJIHO UME U
NMpe3nMe rM MOTNUIYBAAT OTIPe/ie/IeHUTE JIULA O /IBeTe 0TOBOPHUTE CTPAHM, IPH LITO
10 efeH HpHMEpDI{ ce TpejaBa Ha ONpejesieHOTO JiMLe Kaj AOTOBOPHMOT OpraH, efieH
MpHUMepoK 3a/p)KyBa HOCUTEJIOT Ha HabaBkaTta 3a CONCTBeHW mnotpebu u eneH
NPUMEPOK 3aei{,’H0 co ¢hakTypaTa ce JOCTaByBa [0 JOTOBOPHUOT OPTaH.

V.I'APAHITAJA 3A KBAJIMTETHO U HABPEMEHO M3BPIIYBAKE HA JOTOBOPOT

Ymen 5

YcnoB 3a MOTOMINYBawe HA [JOTOBOPOT CO HOCHMTE/IOT Ha HabaBkata e
obe3benyBame OaHkapcka rapaHiuja Ofi CTpaHa Ha HOCHTenoT Ha HabaBkara 3a
KBaJIMTETHO M HaBPeMEHO M3BPIIYBale Ha JIOTOBOPOT BO BHCHUHA 0] 5% Of BKyITHATa
BPEHOCTA HA CKIYUYEHUOT I0roBOp co npecmeras J]J1B.

I'apannmjaTa ce gocraByBa Bo BHZ Ha GaHKapcka rapaHiyja Bo nucMeHa popma
WJIM BO €JIEKTPOHCKa (hopMa [OKOJIKY € M3JafieHa Kako TakBa of, 6aHKaTa BO H3BOPHO
opuruHanHa copma. ['apannujata Tpeba fa Guze nojjHeceHa BO oOpuUrMHaIHa (hopMa.
Komnmu e ce npudakaar.

l'apaHumjaTa 3a KBaJIMTETHO U HABPEMEHO M3BPIIYBaH:€ Ha JOroBOPOT Ke bume co
Ba)KHOCT [0 LIEJIOCHOTO Peaju3Mpame Ha IOTOBOPOT.

['apaHliyja 3@ KBAJUTETHO U HABPEMEHO M3BPIIYBAH-€ Ha JIOrOBOPOT Ke buje BO
BaJjiyTaTa Ha chja rJIacH NOTOBOPOT. '

FapaHu}&iaTa 3a KBaJIMTETHO ¥ HAaBPEMEHO W3BPIIYBaHke Ha IOroBopoT Tpeba fa
buge uspagena on OaHKa.
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Co rapaHmmjaTa HOCHMTeNnoT Ha HabaBkaTa rapaHTupa Jeka IpegMeToT Ha
[JOTOBOPOT Ke Tr0 W3BPHIM Ha HAYWHOT W CrOpe] [JMHaMHWKaTa TpPefBUIEHH BO
TeHJlepCcKaTa JIOKYMEHTanuja, OJIHOCHO TexHuuKara cremuduKanyja, JocTaBeHara
MOHY/IA U CKIYYeHUOT JOTOBOP CO JOTOBOPHUOT OpPTraH.

lapaHuujaTa 3a KBaJMTETHO M HABPEMEHO W3BPLIYBamke Ha JOrOBOPOT Ke bupe
HanjaTeHa JOKOJIKY HOCUTeNOT Ha HabaBKaTa He WCIIOJHU HeKoja op, 00BpckuTe of
[OrOBOPOT 3a jaBHa HabaBKa BO POKOT Ha CTACAHOCTA, 3a LITO MMMCMEHO Ke 0 M3BEeCTH

HOCHTEeJIOT Ha HabaBKaTa.

,uluuunny AOTOBOPOT 34 j(iBI—I& HabaBka e [ieJIOCHO pcaan3iipan CorjiacHo
IOTOBOPeHO0TO, baHKapcKkaTa rapaHiiija 3a KBaJMTETHO M HaBPEMEHO U3BPIUYBamhe Ha
JAOrOBOPOT JAOrOBOPHUOT OPraH My ja Bpaka Ha Hocurenor Ha Habaskara BO pok oj 14
JleHa 0/1 1eJIOCHOTO peanv3uparme Ha J0TOBOPOT.

l'apannujara 3a KBaJIMTETHO M HAaBPEeMEHO W3BPIIYBaWke€ Ha [[0rOBOPOT
[NOTOBOPHUOT OPTaH My ja Bpaka Ha HOCHUTEJIOT Ha HabaBkaTa IO MOIITA, IMYHO BO
CefMLITETO HA HOCUTEJIOT HAa HabaBKaTa WIM JIMYHO BO CEAMUITETO Ha JOTOBOPHHOT
Opra.

JoroBopuuoT oprad Ke ja HariaTy rapaHijijaTa 3a KBaJMTETHO M HaBpPeMEHO
M3BPIUIYBakbe Ha [OrOBOPOT M JOKOJIKY AOjAe 0O Heroso efHOCTPAaHO PAaCKUHYBame
nmopajii HeM3BpIIyBare Ha OOBPCKUTE O, JIOTOBOPOT Of CTpaHa Ha 'HOCUTEJIOT Ha
HabasKara, :

[loroBopruoT opran Hema fja 6apa akTuBUpame Ha HaHKapckarta rapaHuuja 3a
KBaJIMTETHO W3BpUIyBame Ha JOTOBOPOT 0f OaHkaTa Koja ja MMa M3[a/ieHO JO0KOJIKY
HOCUTeJIOT Ha HabaBkarta ropajii HEeMpeIBUAEHH OKOJHOCTHU (BUIIA CiNa WM JIPYTH
OTIpaBJlaHM MPUYMHM) HE MOXKeJ [a ja M3BpiuM HabaBkaTa IITO € TpPefMeT Ha 0BOj
[IOTOBOP, BO KOj Ciyyaj HOCHTeNOT Ha HabaBKkara Tpeba fa [OCTaBM IHUCMEHO
00pas/io)KeHWe [0 JIOTOBOPHMOT OpraH BO Koe Ke TIu HaBefie MPUYMHUTE 33
HEM3BPILIYBAKEe WM HeHaBPeMeHO M3BpIIyBame Ha HabaBkaTa, a KOE Tpe6a na bupe
IMCMEHO MpUQaTeHo off JOrOBOPHKOT OPTaH. :

VI. HAYMH U POK HA TTJTAKATLE

Ynen 6

JIOroBOPHMOT OpraH IJIAakameTo ke ro M3BpHH BO pok o 30 (TpmeceT) JeHa o]
IEHOT Ha JOCTaByBarmbeTo Ha (paKTypaTa 3a M3BpLIeHaTa HabaBka.

Kon ¢axrypara HocurenoT Ha HabaBkaTa 3af0/DKUTENHO fgocTaByBa PaboTeH
HaJIor/3anCHUK KOj Mopa [ja [ COMPyKu noi;amu,n 3a U3BPIIYBAHETO, BO CIIPOTHBHO
chaxrypara Hema pma buje miareHa u ke 6Gue BpaTeHa Ha IOKOMITJIETHDAHE Kaj
HOCHUTEJIOT Ha HabaBKara.
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dakTypaTta ce JocTaByBa MO TOMITa WIM JIMYHO BO TMHCcApHUIIATA Ha
MwunncTepcTBOTO 3a huHancuy, Ha yi. [lamve I'pyes 6p.12 Bo Ckomje.

VII. [TIPABA ¥ OBBPCKM HA HOCUTEJIOT HA HABABKATA

Unen 7

Hocurenor Ha HabaBkara e HGoJKeH CBOWTE 00BPCKM [a M M3BPLUyBa CTPYYHO,
HaBpeMeHO W KBaJWTETHO, BP3 OCHOBA Ha OapatbaTra Ha [JOTOBOPHUOT OpraH
geduHupaHi BO TEXHUYKUTE CHEeLUpUKaLy KoM Ce COCTaBeH e 0Ji 0BOj 0roBop
(ITpuuor 1) u nonymaTa npudaTeHa o JOTOBOPHUOT OPraH.

HOCI’[TEJIO'[' Ha HaGaBKH'l"d € NOoJIKeH Ja ce npuap2KyBa KOH pOKOT 34 U3BpLUlyBamhe
Ha rpejMeTHaTa HabaBKa, Koj e neduHUpaH Bo uieH 4, cras 1 o 0BOj 10TOBOP.

Hocurenor Ha HabaBkaTa ce 06Bp3yBa mpeamMeToT Ha JOTOBOPOT /ia IO U3BPILIYBa
BO COIJIACHOCT €O Mpo)eCMOHAIHUTE CTaHapAyu U TeKOBHATA JIerucjaTuBa Koja Biujae
Ha BUJOT Ha HaﬁaBKaTa.

Hocuresor Ha HabaBkaTa e ,uomlceﬂ BeJHall 10 MOTIUINYBawke Ha JOTOBOPOT fia
MY JOCTaBH Ha:I,H,OFOBOPHMOT opraH nojaToiy (MMe 1 npesume, MmatudeH Opoj u Opoj Ha
NMUHA KapTa) 3a IMiara Kou ke Ouiat onpemesneHu 3a peajausaiija Ha TMPeIMeTHUOT
IOTOBOP. , : E
3a HBBIjUIVBane Ha HabaBkaTa - TpeIMeT Ha [[OTOBOPOT, HOCHUTEJOT Ha
HabaBKarTa ru BKJIyYyBa JIMLATa OF CTPYYHUOT Kajap 3a U3BpIIyBam-e Ha HabaBKaTa -
TIpeJIMeT Ha JOTOBOPOT, COTIACHO €O pudaTeHaTa MoHy A Ha HOCUTEJIOT Ha HabaBKaTa
O CTpaHa Ha [JOTOBOPHUOT OpPTaH.

Bo uCKIyuuTenHU CUTyallui HOCUTEJIOT Ha HabaBKaTta MoJKe Jia M3BpILY 3aMeHa
Ha JIKIE 0JI TeXHUYKUOT MepcoHa Koj ke yuyecTBYBa BO M3BPIIYBAH-€TO Ha JOTOBOPOT,
CO JOCTaByBamke Ha JeTanHo obpasnmoykeHwe u 10 mobOuBame Ha opobpeHue of
JIOTOBOPHUOT OpraH, Moj yCJIOB JIMIETO [a ' WCTIOJHYBA YCJIOBUTE MpeiBUIeHN BO
rmorTouka 5.3.2 ofi TeHiepcKaTa JOKyMeHTaluja.

VIIL [TPABA 1 OBBPCKHY HA 1OI'OBOPHHUOT OPI'AH

Ynen 8

JloroBopHMOT OpraH e 0JDKEH fia ONpeiey JIMLa 3a0/DKeHH 3a peanu3anyja Ha
JOrOBOPOT ¥ 38 UCTOTO [ja 'O U3BECTH HOCUTEJIOT Ha HabaBkaTa.

JIlorosopHuoT opran ce oOBp3yBa fieKka IulakameTo Ha HOCUTENIOT Ha HabaBkara
Ke ro BPIIM BO COTJIACHOCT CO YIEHOT 6 Ha 0BOj IOTOBOP.

JloroBopHMOT OpraH ce 06Bp3yBa [ja My T Jiafie Ha pacliojiarake Ha HOCUTeJIOT
Ha HabaBkaTa rmoTpebHUTe MOJATOLN 32 HEIIPpeYeHo U3BPIIyBamke Ha JOTOBOPOT, KaKko 1
apyra ,r_|;01<yMéHTaunja CO KOja pacroJiara BKJIy4yBajKy ja KOMYHUKaLMjaTa 1 CUTe APYyry
ungopmanyu 1 objacHyBama Kou ce moTpebHu Ha HOCHTeI0T Ha HabaBKaTa.

MuHBCTEpCTBO 32 QUHAHCHH
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MuHuCTEPCTBO 32 PUHAHCHY ~i'" Ministria e Financave

IX. POK HA BAJKHOCT HA JOTOBOPOT

Ynen 9
IloroBopoT e co Ba)kHocT o 12 (;BamaeceT) mecelM CMeTaHO Of JEHOT Ha
MOTNUIIYBaWkEeTo Ha JOTOBOPOT Off IBETE JOTOBOPHU CTPaHM.

X. JOBEPJIUBOCT HA UHDOPMAITVA U TTOJATOLN

Unen 10

OmnpepmenieHnTe JIUILA O, HOCUTEJIOT HA HabaBKaTa 3a peajM3aliyja Ha JOTOBOPOT,
3af0/DKUTENHO noTnumypaaT M3sjasa 3a goBepauBocT Ha MHGOPMALMKU M [10/{aTOLIH
HeIocpejHo Npej ucropakara Ha CToKara - IIpeJiMeT Ha JOroBOPOT.

ITop moumot uHpOpPMAaMKU U MOAATOIH Ce moApa3bupaaT cuTe BHATPEIIHW U
Ha/BOPEIIHN JJOKYMEHTH, CrielinduKal iy, TMIHHI MOAaToLH, UCTPaXKyBamha Ha MmasapoT
WM TIONATONM 3a Hero, (PMHAHCHCKM WM MapKeTHHIIKY WHMOPMaLuu, Apyru
MOATOLM WX OW3HKUC, ONEepPaTUBHM MM TEeXHMUKM HH(OpMaluy, Kako M CHUTe
ocTaHaTy mopgarouu ¥ uH(poOpMalMM U HEe3aBUCHO Janu ce JafileHdW BO THMCMeHa,
pepbasiHa UM eleKTpoHCKa hopMa 1 ce BO CONCTBEHOCT Ha JJOTOBOPHUOT OPTaH.

Wcro Taxa, nmoumor uH(OpPMAUUM W HOfaTouu, ru omdaka v cuTe APYTH
MOMATOLY KOM He Ce COICTBEHOCT Ha JJOTOBOPHUOT OPraH, a Ce KOPUCTAT 3a OfpeeHn
ueau Bo paboruure 3amaun u 0b6Bpcku. Tyka craraaT MojaTronyd Ha CUTe MapTHepwH,
KJIMEeHTH, JobaBysaud MaM OMJI0 KOe MpaBHO UK (DU3MUKO JIMLE KOe CO J[OTOBOPHHOT
OpraH ¥MMa 3aCHOBAHO fIeJIOBEH WK OMI0 KaKkoB Jpyr ofiHOC. [[OrOBOPHUOT OpraH ru
cTaBa TOJlaTOLUTe Ha pacroJjiaramhe Ha HOCUTEeJIOT Ha HabaBKaTa BO BPCKa CO TOTope
HaBe[eHaTa LeJ, a 3a HeMPeueHo 0JBUBarke Ha paboTHHUTe 3afadn ¥ 0OBPCKHU.

Unen 11 _

He ce mpesmer Ha 0BOj jioroBop uHpopManuyu Kou Ouie WM craHaje jaBHO
JIOCTAITHH, HO He KAKO pe3yJITaT Ha OTKPUBa:e 0] CTpaHa Ha HOCUTEJIOT Ha HabaBkaTa u
Ha JOTOBOPHHMOT oprad u 6e3 jja Guzar npexpuieHu ofpendbure Ha 0BOj AOTOBOP OF
cTpaHa Ha HocUTesJloT Ha HabaBkata IITO MOXe Ja ce noKa)ke €O IHCMeHa
JIOKYMeHTaljMja Miau 3a KOM JIOTOBOPHMOT OpraH THCMEeHO MOTBpAWI jexa ce
ocnobomenu o 00BpCKa 3a HEOTKPUBASE, '

Ynen 12
HocuTenoT Ha HabaBKaTa IMOJ LEJOCHA MOpAsHA, MaTepujajHa ¥ KPUBUYHA
O/ITOBOPHOCT, ce 00Bp3yBa 3a BpeMe Ha Ba)KHOCTA Ha JJ0OTOBOPOT M BO TIEPHO/J, O/ (5) met
TOZIMHY OfI, JAaTyMOT Ha HETOBOTO MCTEKYBame WM PacCKUHYBaIbe Jla Th YyBa BO TAjHOCT
cute nHGOPMAaLMK U 1T0JaToLM o 6MJI0 Koja 06iacT Ha JOTOBOPHHUOT OpraH, Kou ke My
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bumaT gageHy Bo MporecoT Ha copaboTkaTa u MPUTOa Hema jia ' MCKOPUCTH UCTUTE 33
JIWYHW LIeJiM, BO MMe Ha Jpyro Jivie, HUTY Ke TU Jafie Ha YBUJ, Ha TpeTa CTpaHa.

Hocurenor na nabaskara ce 006Bp3yBa J1a ru 4yBa BO TAjHOCT CUTE JOKYMEHTH M
NoAaTOUM KOM COApXKaT MWHQOPMALMM 3a [JOFOBOPHUOT OpraH MM HEeroBUTe
AKTUBHOCTH, KAKO M HETOBUTE OJHOCH CO KJIMEHTM WM TPeTH Jidila, a Kou Ouie
MOATOTBEHHM MJIM M3HECEHW BO BpcKa co paboraTa 3a Koja HOCHTesnoT Ha HabaBkaTta e
aHra)kxupaH ofi CTpaHa Ha JJOTOBOPHUOT OpraH.

Unprr 132

Hocurenor Ha HabaBkara Mo)Ke Ja T OTKpHe Kou 6ujo of mHGoOpMaLuuTe H
nogatoiuTe Hasefienu Bo wienoT 10 ctaB 2 u 3 3apafy MOCTAyBaibe 10 MHCMEHO
baparbe 0f cTpaHa Ha Ha[JIe)KeH OpraH, co JIETUTUMHA Hapezha Bp3 OCHOBA Ha 3aKOH.

Hocwurenior Ha HabaBkara, mpes ga ru jafe bapaHute mMojaTomny Ke ce yBepu jieKa
bapameTo e BaJMAHO U € BO COIVIACHOCT CO BaYKEUKU 3aKOH U Ke TM OTKpHe BaKBUTE
MoJaToly caM0 [0 CTeleH [0 Koj Toa e 0OapaHo o] HAJJIe)XHUOT OpraH Koj uma
OBJIACTYBame J1a 6apa TaAKBO COOIIITYBAE.

_ Ynen 14
3a cexoj HacTaH WM COMHEBake BO OJIHOC HA 3aKaHa 3a HapyllyBame Ha
[,0BEpJIMBOCTa, MHTETPUTETOT M PACIOJIOXKIMBOCTA Ha MOAATOLMTE M WH(OPMALMUTE,
HOCMTEJIOT Ha HabaBKaTa ce 06Bp3yBa Be[jHAII MUCMEHO Jla TO U3BECTU ONPEJEICHOTO
JIMIIe Kaj JOTOBOPHUOT OPTAHOT.

Ynen 15

HocurenoT Ha HabaBkaTa no nucMeHo Oapame Ha JOrOBOPHUOT OpPrad BemHami ke
I'M BPaTH WIM YHUIUTH CUTe JAOKYMEHTH KOW COAp KaT mojaTouu u uHOpMaluu 3a
IOTOBOPHHMOT OpraH, a Kou ce JiobueHu BO BpcKa co paboraTa 3a Koja HOCHUTENIOT Ha
HabaBkaTa e aHra)KUpaH 0Jf CTpaHa Ha JOTOBOPHHUOT OpraH, 6e3 3agpi)kyBame Ha 6110
KaKkBU (DOTOKOTIMM, U3BOJIM MM JIDYT BUJ, Ha KOIUH OJf HUB MM JleNT of HuB. U nokpaj
VHHUIITYBalkeTO0 Ha OWIO KOj MOJATOK W MaTepujajii HOCUTENOT Ha HabaBkata Ke
MPOJIOIDKY Jla Ce MPUIPIKYBA KOH HerosaTa 06BpCKa 0] 0BOj JOTOBOP U APYTU 06BPCKU
KOM [POU3JIeryBaar 0Jf Hero, 3a 4yBake BO TajHOCT Ha CUTEe MOJAATOLM M uH(pOpMaLuu
KOM I'M CO3HaJl HAa OWJI0 KOj HAuYWH, IPU MCIOJHYBAaHhe HA HEroBUTe O0OBPCKM KOM
MMPOU3JIeryBaaT 0Ji 0BOj JOTOBOP.

Ynen 16
Ob6jaByBarmeTo MOJATONM, PEKJIaMUPAeTO WM MYONUIMTEeTOT, KaKo W TIPec
KoH(DepeHLINTe HAaNpaBeHM Off CTPaHa Ha HOCHTENIOT Ha HabaBKaTa BO OJJHOC HA OBOj
[NOTOBOP WJIM BpIIeH-e Ha 3aefHUYKMU [eJOBHM aKTUBHOCTM Ha [JOTOBOPHHUTE CTpPaHH
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Tpeba pa Oupar TNpPETXOAHO omobpeHn 0f, JOTOBOPHUOT opran Tpef, HHMBHOTO
CIIPOBE /Iy Babe.

Ynen 17
Oppepbute 0f rnasa X op 0BOj BOTOBOP Ce MPaBHO paMHK ¥ 00BP3yBaAYKHA 1 Kaj
cute BpaboTeHM Kaj Hocutesor Ha HabaBkaTa KoM mMMadt j06MEeHO OB/IACTYBAE 34
KOpUCTEeHhe Ha uHpopMaLuuTe 1 [I0ATOIUTE KOU Ce YpeAeHu cO 0BO] IOTOBOP.

Y1 VCJIOBU 3A PACKVHYB \H>E HA JJOTOBOPOT

Ysnien 18
OBOj JOroBOP MOJKE Jia Ce pacKuHe crioroiGeHo, BO COMIACHOCT Ha J0rOBOPHITE
CTpaHu.

Unen 19

OBOj JOTOBOP MOJKE [ia Cé PaCKUHE 1 eJHOCTPaHO rmopajn HelpupIKyBame Uin
HEeMCIIoJIHyBakhe Ha 0TOBOPHUTE 06BpCKY YTBPAEHU CO 0BOj JOTOBOP.

JloroBopHara cTpaHa Koja TIOpajy HempuppiKkyBarbe Hin HeMCNoJIHyBame Ha
[OroBOPHUTE 0OBPCKH IO PacKUHYyBa [I0TOBOPOT, JIOJDKHA € Toa fAa 1 ro COOMIITA HAa
ppyrara JoroBopHa cTpana He3 ofyarame BO MICMeHa opma.

JloroBopoT Ce CMeTa 3a PACKUHAT CO JeHOT Ha MpPUEMOT Ha M3BECTYBAHETO 38
pacKUHyBare Ha JOr0BOPOT. _

Joxonky pojpe fo pacKkuHyBame Ha JOroBopoT flopajii HEMCITOJHYBatbe WK
HeHaBpeMeHO MCIIOJIHYBame Ha ob6BpCcKUTE HA IOTOBOPOT OZ cTpaHa Ha HOCUTEJIOT Ha
Habapkarta, MOKpaj jariaTara Ha rapaHnujaTa  3a KBJIMTETHO ¥ HABpPeMEHO
M3BpIIYBakhe Ha JOroBopoT, HocuTesoT Ha HabaBkarta e 6mpe OATOBOPEH 3a
epeHTyajHaTa IITeTa mTo 6u ja mpeAu3BHKal Ha [OTOBOPHUOT OpraH KakKo OUPEKTHA
/1M MHAMPEKTHA M0C/IefuIia Ha HeroBoTo paborene.

Ygen 20
Kora epmna 0Ji JIOrOBOpPHMTE CTPaHM HemMa Ja ja WMCIOJIHH cojata 00BpCKa,
ppyraTa JIOroBOpHa CTpaHa Mojke fia bapa MCIONHyBare Ha obBpcKaTa 0f, Apyrara
[OrOBOpHA CTpaHa WK Aa ro pacKiHe [I0roBOpPOT, a BO cekoj crydaj mma TpaBo Ha
HaJoMecCT Ha mreTara. :

Ugen 21 :
Kora porosopHaTa CTpaHa Hema Jid ja UCTIONHU cojata 0OBpcKa BO
OTIpefIeJIEHMOT POK, JApyrara [OroBopHa CTpaHa Moyke pa M ocTaByd IpUMeEpeH
JIOTIOJIHUTEJIEH POK 33 HCIIONTHYBAbE Ha obBpcKaTa. :
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Poxot _d,q craB 1 Ha OBOj wieH MoO)Ke Ja bume mpoJoJDKeH camo IO IMMCMEHO
bapame Ha HOCUTEJIOT Ha HabaBKaTa M MICMeHa COTrJIaCHOCT Ha JOrOBOPHUOT OpPraH.

AKO [OroBopHara CTpaHa Koja He ja wuCHoNHMIA cBojaTta oOBpcka BO
OTIpe/ie/IeHUOT POK, He ja MCTONHKA 06BpCcKata HW BO JIOTONHUTEIHUOT POK, [Apyrata
MOTOBOPHA CTPaHa MOYKEe Jia T'0 PaCKWHE JOTOBOPOT.

Ynen 22
AKO 10 CKJIy9yBameT0 Ha JOTOBOPOT HACTANAT OKOJIHOCTA WITO IO OTE)KHYBAAT

WCTIONTHYRAHETO HA m']'u}_nr‘k;:rl‘n HA eHATA MOTOROPHA CTPAHA MWW AKO MOPANHA HUB HE
MO)Ke Jla ce OCTBapu IieiTa Ha [OTOBOPOT, BO Taa Mepa WITO € OUWIIeLHO [eKa
AOTOBOPOT NOBEKe He MM O/roBapa Ha OuyeKyBamaTa Ha JOTOBOPHUTE CTPaHM M JeKa
Criope[; ONMIITOTO MUCJIEHm-e 61 OMIJI0 HecipaBeiIuBo, Ia Ce OZP)KM BO CHJIa TAKOB KaKOB
HITO €, CTpaHaTa Ha Koja M e OTe)XHATO HCIOJIHYBAmeTO Ha 00BpCKaTa, OJHOCHO
cTpaHaTta Koja IOTO mopaju MPpOMeHeTHUTe OKOJHOCTH He MOJKe 7ia ja OCTBapH IjefiTa Ha
IOTOBOPOT MOJKe na bapa JOroBOpOT ja Ce pacKhHe,

PackuHyBame Ha JOrOBOp He MOJKe Jja ce bapa ako cTpaHaTa IITO Ce ITOBUKYBa
Ha NPOMeHeTHTe OKOAHOCTY b1na Jo/DKHA BO BpeMe Ha CKJIyUyBameTo Ha JOrOBOPOT Ja
TU 3eMe IpeJBUZ, THe OKOJTHOCTM WM MOJKeJia ia i u3berte wiu ia ri copaazja.

CTpaHé_Ta Koja bapa packuHyBame Ha [JOTOBOPOT He MOJKE Jia Ce MOBUKyBa Ha
MTPOMEHeTUTe . OKOJIHOCTM INTO HacTanmuje [0 HCTeKOT Ha POKOT OIpejesieH 3a
UCTIOJIHYBabe Ha Hej3uHaTa 00BpCKa.

JoroBopoT HeMa fia ce pacKuHe ako Jipyrata CTpaHa MOHYIW WK Ce COrJacu
COO/IBETHUTE YCJIOBU Off AOTOBOPOT [la Ce U3MEeHaT CIpaBeIInBo.

Ynen 23
CrpaHata koja 6apa pacKuHyBawe€ Ha [JOTOBOPOT IOpajy IPOMEHEeTUTe
OKOJIHOCTH, JJOJDKHA € 3a CBOjaTa HaMepa [ia ja U3BeCTH Apyrara cTpaHa LIToM J03Haua
Jlexa HacTalluie TakBM OKOJHOCTH, a ak0 Toa He ro CTOPH OJiroBapa 3a IiTeTaTra LITO
Apyrata CTpaHa ja npertpriena rnopajgu toa uwro bapawmero He W OMII0 COOMIITEeHO Ha
Bpeme.

XII. BULIA CUJIA

Unen 24

Huty epHa o1 moroBopHUTE CTpaHU HEMa Jia OMie 0JroBopHa 3a HEMCIIOJIHYBabe
Ha 00BPCKUTE 0f] 0BOj AOTOBOP 0 Koe Ou JI0II0 3apajiy BHIIA CHJIa.

[Top Buma cua ce nojgpa3dupaaT HACTaHU WA OKOJHOCTH HA KOW JOTOBOPHUTE
CTpaHM He MOJKAT jia BJMjaaT M Ce HajBOP Off HUBHATA KOHTPOJIA, & TO MONpeYyBaaT
HOPMAaJIHOTO WM3BPUIyBakhe€ Ha [OrOBOPOT (eJleMeHTapHU HEMOTojM, BOEHU JejCTBa,
rpafaHCKy HEMUPH, IITPAjKOBY U CJL).

MunucTeperso 3a duHancun  Ministria e Financave
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Buiiata cujia He BKJIyYyBa HACTaH IITO € Mpefu3BUKaH 0f HeOpe)XHOCT Wiiu
HaMepHa aKTHBHOCT TO 6M Mpeu3BUKaa 3aCTOj BO U3BPUIYBAHETO Ha 0OBPCKUTE OF
JLOTOBOPOT.

Ako efiHa 01 JOTOBOPHUTE CTPAHM € CIIPEeYeHa Jia I UCIIOJIHYBA CBOUTe 00BPCKHU
3apajiy BUIla CWia, JO/DKHA € BeJHall MUCMEHO [a ja U3BeCTH japyrarta crpaHa, co
HaBefyBame Ha TPUYMHMTE 3a BMIIATA CWia W MO0 MOXHOCT obeszbefnyBame Ha
COOJZIBETEH JI0Kas3.

3a BpeMeTpaemeT0 Ha BMIIATA CMJla CUTE MpaBa W 0OBPCKH 0J] 0BOj JOTOBOP
MU pyBaar.

JlorosopHuTe cTpany ce 0OBp3yBaaT Ha UCT HAYMH Ja ja U3BECTAT JOTOBOPHATA
CTpaHa 3a MOBTOPHOTO BOCIOCTaBYBakme Ha HOPMAaJiHU YCAOBU 3a U3BpIIyBabe Ha
J0rOBOPOT, OJJHOCHO 3a NPeCTaHOKOT Ha AejCTBOTO Ha BUIIATa CUJIA.

llo orcTpanyBameTo Ha BULIATA CUJIA JOTOBOPOT MPOZOJDKYBA [1a Ce Pean3upa.

XL IIPEOSHW Y 3ABPLLIHW OAPEIBA

Unen 25
WsmenyBama 1 fonosiHyBamba Ha JOrOBOPOT MOYKAT [ia Ce BPIIAT CO 3aeHUYKa
COTJIACHOCT Ha JIOTOBOPHHUTE CTPAHM 10 IIMCMEH I1aT.
JoroBopHara cTtpana koja 6apa M3MeHa W/WiM JIONOJIHYBaHKE Ha JIOCOBOPOT €
[0JDKHA CBOeTO baparbe o ipyraTa cTpaHa Jia ro OCTaBy BO UcMeHa (hopMa.
lloroBopor Mo)ke nma ce u3MeHyBa M JIONMOJIHYBA CO AaHEKC HA JJOTOBOPOT
MOTINUILIAH Off IBETEe JOTOBOPEHUTE CTPAaHM BO COTJIACHOCT CO 3aKOHOT 3a jaBHUTE
HabaBKw. '

Ynen 26
Huty efjHa moroBopHa cTpaHa HeMa IpaBo CBOWTe OOBPCKM [a TH IpeHece Ha
TpeTaTa cTpaHa, 6e3 3aeMHa MMCMeHa COTJIaCHOCT.

YUnewn 27
3a cé 1ITo He e Mpe/IBUJIEHO CO OBOj JIOrOBOP, Ce MPUMEHYBaaT ojpenbuTe o
3aKoHOT 3a OOMUTralMOHUTE OJHOCH, 3aKOHOT 3a japHWTe HabaBKW W Of JPyrUTe
MO3UTHUBHHU TporkcH Bo Penybnuka CeBepHa MakegoHuja.

Unen 28
Bo cmyuyaj Ha crnop, JOrOBOPHMUTE CTPAaHM Ce COTJIACHM CIOPOT fia ro peLiar
criorof6eHo, a JOKOJIKY BO TOa He yCIieaT, COrJiaCHHU CE CIIOPOT /ia IO pelliaBa MpejMeTHO
Hajie>xHuoT cyz Bo Ckorje.

Munsncreperso 3a dhunancuyn  Ministria e Financave Y. ,Jlame pyen” Rr.,Dame Gruev”  +389 23255637 M®PCM.D.8.4/13-19
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MuHHCTEpCTBO 32 PUHAHCHY Ministria e Financave

Ynen 29
O6paborkaTa Ha TUYHUTE MOJATOLM MPU peanusalujaTa Ha 0BOj JOroBop Ke
Guie BO COrIACHOCT €O 3aKOHOT 3a 3aIiTHTA Ha JIMYHUTE NOAATOLIU.

Unen 30
OBoj porosop e coctaseH Bo 4 (yetupu) ejiHoobpastu npumMepoiin op Kou 2 (1Ba)

MPUMEPOTTH 3a TOTOBOPHUOT OPTaH 1 2 (nBa) 3a HOCUTENOT Ha HabaBKaTa.

JloroBopeH opra: Hocuresn na Habaskara
Penybnuka CeBepHa MakepoHuja Hpyuwrrso 3a npod)ecuoHa Hu 1
MuHUCTEPCTBO 3a (PUHAHCUM koHcynranTcku yeayru TEJIEJIMHK
Ckormje BU3HUC CEPBUCHC JOOEJI Cxomje

bobu IIBeTKOBCKH

Ynpasuten —
= 2 ¥ ‘. {
2 S [ CaZF &
- ..)-“9 ] £
M3paboTu: M’ﬁaﬂ
g
KonTtponupan: [Tanu \T‘ \
Enuzabera Kamauocka+
Omobpun: Tarjana Bacer g
[Tposepui: Daut Ha]’rullahiﬁ/jé?l
M-p Maja CrameHKoBCKa YTpHHOBCKA
Jbybomup JopsiaHoB
J
CormaceH: Io-p Jenena Tacr Ny
BAY
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[lpunor 1 KoH porosopor 3a jaBHa HabaBka Ha CTOKM - CO(MTBEp 3a 3alllTWUTA Ha KpajHU

KOPUCHUIIM/cepBep

Texnuuky crnieruhuKkanum

JIMIIeHIH 3a mepuof of 1 (efiHa) roiuHa 3a:

- 580 paborau cranuum (Windows 7, 8, 10 u Mac OC);

20 cepsepu (Windows Server 2008, 2012, 2016, Windows Server 2019 Data Cen
Ha 4 op cepBepurte ke 6upe nocraBen Microsoft Exchange Server, ma antusupyc codTBepoT u
JIMLeHLMTe Mopa Jia Oujar KoMnatubuiHu Co THE CEPBEPH Ha Koj Ke buge noctaseH Microsoft
Exchange Serverot u Tpeba a ja Hyqu norpebHaTa 3alITHTA.

‘At A
L

1 Oy Ao AN
Ci Ul gidilualiu).

PemenueTo Tpeba fa ru UCIOMHU CJIEJHUTE KapaKTePUCTHKM:

1; Pemenuero Tpeba j1a uMa LeHTpaJU3MPaHy U MHTYUTHBHH OTEPaLiuu IPeKy eJHa KOH30J1a
v efieH are”T. Arenror Tpeba na ja mopapkysa Next Generation EPP / EDR Bo efjeH camocroeH
arent. Ce bapa nopzipuika 3a onepatusiute cucremu Windows, macOS u Linux.

2. PemtenueTo Tpeba ma 6uze criocobHo a upeHTUUKyBa cCoPUCTUIINPAHU 3aKaHy, Hanagu
0e3 maToTeKu U MOZepeH MaluIno3eH coTBep 6e3 KopucTeme Ha peryTalyja uav noTnucu. Ilog
penyraiuja ru nozpasbupame curte craBku co pernyrauuja: [P, DNS, URL, HASH.
a. Pemwennero e norpebHo pa ce xopuctu Static Al, Dynamic Al 3a pga ce
HAeHTU(UKYBAAT HOBUTE MaJIMI[MO3€EH COQTBED AMPEKTHO Ha KpajHaTa TOYKa U BO
peajiHo Bpeme.

3 ArenTot Tpeba pma 6Guje 1e/0CHO aBTOHOMEH IITO 3HAuu: He Tpeba fa ¥Ma HUKaKBa
3aBUCHOCT Of CepBepoT 3a yrpaByBame win obmakor unu HUKO] HapBopemien pecypcu off
areHTOoT 3a J]Ja OTKPHe M COOJIBeTHO Jia pearnpa Ha cocductunupany 3akanu (Zero Day, File-less,
Ram-based, Zero Day exploits, Ransomware, Miners, Lateral movement, APT) Bo peanHo Bpeme
nojieKa ce OTKpPUBaaT 3aKaHHTe.

4, Pentennero Tpeba ma ofroBOpM CO aBTOMATCKO yOiajkyBame Ha 3aKaHuUTe PEUYHCH BO
peanHo BpeMe UM aBTOHOMHO co ciejHute omuuu 3a ybnaxkysame Alert, Kill, Quarantine,
Disconnect from Network, Remediate and Rollback.

5 PemenueTo Tpeba ga MMa Le10CHO aBTOMaTU3HpaHa omiuja 3a 00HoByBame. ABTOHOMHA U
caHanuja co 1 KJIMK U maTeHTHpaHo Bpakame Ha3a/l.



6. Pemenuero Tpeba ga moanpxysa SaaS pexxum (Agent-> Cloud SaaS ycmyra) unu On-
premises (Virtual Appliance) nmu Xubpujien pe)kum Ha pacropesyBare.

7. Pemenuero Tpeba fa ri MOAApPIKYBa CIeJHUTe MeXaHM3MHU 32 OTKPUBAHKE MaMIIMO3EH

cochreep:

a. ITlpemmsspmysame: Wpenrtuduranuja Ha manuuuosen codrsep Oasupana Ha
[AaTOTEKH TPeKy ycayrute 3a penyrauuja. PemeHuero He Gapa axypuparba Ha
HasaTa Ha MoaTOL M 3a MOTHKMCH Wik axkypupama Ha DAT nnu garoTexa co ImOTIHC.
Mopa pa 6uze gunamudes. OBaa cenndudHa QyHKIUja € JO3BOJIEHO /1a 3aBUCH Of)
Cloud wnu op cepsepoT 3a ynpaByBaibe. 3aToa, CKkeHupameTo Ha HD maminiosex
codTBep Tpeba ga ce cayun CAMO npu npsuyHaTa MHCTaAAlMja ¥ He Tpeba fa ru
00esbepysa cure 6e3befHOCHN (PYHKLMM,

b. IlpepusspuiyBame: Pemennero Tpeba ga ujeHTH(UKYBa HEMO3HAT 3JI0HAMEpeH
coprBep GasupaH Ha jlaTOT€Kd Bp3 OCHOBA Ha aHanm3ara Ha Static Machine
Learning. Taksata aHajiM3a Mopa fa Cce CJIydd aBTOHOMHO Ha KpajHaTa TOYKa bes
Ha/IBOPEeIIHN 3aBUCHOCTH Wiu 00paboTka u be3s fa ce 3eMar MpejBuj MO3HATUTE
10C’s (DNS, IP, URL, HASH). (PDF PE OFFICE ELF)

c. Bpeme Ha usBpuiyBame: Arentor Tpeba ma upeHTuduKysa W Jja pearupa Ha
codrcTUIIMpaHyu 3JI0HaMepHU cuTyauuu (6e3 [aToTexu, Hyla-[eH, CKpUITa Ha
IIKOJIKA, CTPAHMYHO JIBUKEEhe, OTKYIHM CO(TBepH, TPOjaHIIH, YMETHOCT uTH.) Oe3
HUKAKBM HaJBOPENIHH 3aBUCHOCTH WIM YOBeuKa MHTePBeHIMja MJIM aHajau3a Ha
TOJIATOIM HAZBOP Off KpajHaTa Touka. Mopa /ia ce HanpaBu DEUrCH BO PEAJIHO BpeMe
npeKy MMIUIEMEHTAlMja Ha MeTOI0JIOTHY 38 BelTayKa HHTeTUTreHuja.

Tosuaruot IOC (DNS, IP, URL, HASH) xako cpepcTBo 3a ugenTrdKanuja He Tpeba
Jla ce CMeTa 3a yCOTJIaceHOCT Co 0Baa CTaBKa. :

8. PemenneTo Mopa ja obesbepu cuseH mexanusam ‘Anti-tamper’. TakBuor MexaHusam
tpeba ma buzie 3amITUTEH CO e/JMHCTBEeHA I03MHKA 3a CEKOj KoMIijyTep Ha kpajHa Touka. Cocrojbata
anti-tampering ON OFF mnportus manurnynanuu tpeba pga Oupje ommuja BO KOHTEKCT Ha
be3begHoCHATA TOJIUTUKA

9. KouTtexkcToT Ha noymTukaTa Tpeba 1a 0be3beu oniyja 3a BKIyUyBamhe U UCKITYUyBathe
Ha yHMKATHE MoTOpY win criopef; by Type of engine (Pre-Execution and Run-Time Engines).

10. Pemenvero Tpeba ga coppxxu  OTBOPEHO APl 3a wuHTerpamuja, cjiejeme H
aBroMaTH3auMja. AnaTkuTe 3a MOKyMeHTauuja 3a passoj Ha API tpeGa ma 6upar MIPUPOJTHO

JOCTallHU U HOCTahHH 3a QZMUHHUCTPATOPCKHUTE KOPUCHHUILIA BO KOH30JIaTa 3a yrpaByBaibe.

11. PemrenueTo Mopa ja nogapixysa Multi-Site wiu Multi-Tenancy 3a yeiocHo ofBojyBame Ha
o0bjexTuTe U aIMUHUCTPATMBHUOT IIPUCTATI MELy JIOKalMUTe BO apXUTEKTypaTa o multi-Site.

12. PemenueTo Mopa zia noaap kysa SSO asrentukanuja SAMLv2



13 Pemennero mopa pga mnoaap)xyBa 2 akTopcka aBTeHTHKaLMja 3a [pucTam o
apMmuHucTpayuja co Google Authenticator wiu Nano.

14. PemenueTo Mmopa ia ru mogap kysa ciueguute ¢opmatu Ha cuctemcku sorosu: CEF, CEF2,
REC-5424, STIX u 10C. Tpeba pa nmoggp>kysa SSL u X.509 ceprudmkaru 3a mudpupare u
aBTeHTHKal1ja 3a TPaHCHOPT Ha CUCTEMCKHY JTHEBHHK.

15, Pemennero mopa pa obe3bemu MOMKHOCT 3a HCIpakame TEKCTYaJHU TIOpaku [0
KOPMCHHMKOT OJf yIIpaByBadKara KOH30J1a, [YPH U KOora TaKBUTE areHTH Ce BO peKUM Ha M30aalHja
Ha MpeKa / KapaHTHUH.

i6. Pewenuero mopa pa ce uHTerpupa co Active Directory 3a aBTOMarTCKo MpecjiuKyBame 0
areHTu BO IPYIW, 3apajiv acolujanuja Ha monuTukure, Yipasysaukara kousona HE Tpeba jga ce
nosp3ysa co Active Directory nupextHo npeky ADFS umu koj 6uno Apyr MeTo/; 3a ia ce u3Bejar
aTpubyTu Ha Ypep u kopucHuuku AD. CepsepoT 3a ynpasyBsame cO pelleHuja He Tpeba ja uMa
HUKaKBHW 3aBUCHOCTHU 0] cocTojbara AD.

17. Pemennero mMopa fja coap)ku KOHTposiHA Tabjia WITO T MPUKa)KyBa CHTE KOMIIjyTepH,
(punTpupame Bp3 OCHOBA Ha KapaKTepucTHKW W aTpubytu Ha EP: oneparuBeH cucTem, THII,
Bep3vja Ha areHTOT, ako e paHauB wik He, aTpubytu 3a AD, TeneMeTpucKu WHQOPMAlH,
npusarHa IP, jasHa IP, kapakTepuctuku Ha xapasep, butHoct, [Tporiecopure, agpecure Ha Mac,
uHTepdejcuTe, UIMETO Ha AOMAKUHOT, paboTHaTa rpyna, JoMeHoT) Tpeba fa GupaT MOYKHH 3a
nperjaeayBsame, IPMMEeHa Ha [iejCTBO Ha MoJiMHoKecTBO Ha EP wim Manupame Ha EP Bo rpymnu.
Mopa pma 06e3benu omniuja jja ce npoabouar ietajuTe Ha KOMITjyTepoT, TaKBUTe fneTann Tpeba
Ja MPUKa)KyBaaT TeJIeMeTPUCKHY acleKTH, CTaTyC, aluIMKaluu U 1a 06e3bejyBaaT MOXKHOCTH 3a
aKiMja: UICKIydyBabe 0] MpeXka, TOBTOPHO MOBP3YBaM-e Ha MPe)Ka, PeCTapTUPAE, UCKITYIYBAHE,
ucripakame rnopaka 0 KOpuCHUK, IeMHCTanupame coTeep, npernes 3aKaHu.

18. AxiuuTe 3a 0ZITOBOP 3a 3alITHTa Ha MoJIMTHKaTa Tpeba ga 0B03M0OYKAT OJITOBOP BP3 OCHOBA
ra JJoBepba Ha HacTaHOT (3aKaHa HACMIPOTH coMHUTENHO) TakBUOT OArOBOP Tpeba /ja 0BO3MOIKU
ajlapMHpare WIM 3allTUTa Ha OMIMUTE 3acCHOBAHM Ha KiacuduKanuja Ha [JOBEpPIUBOCT.
Ogrosopot ,3amtuta” Tpeba ma Mojke aBTOHOMHO Jja [iejCTBYBa Of, areHTOT AypH M Kora He e
MOBP3aH Ha MpPea.

19. Pemennero tpeba fa uma ¢pynkuuoHanHoct Ha Firewall 3a kpajuata Touka co MOJIUTHIKH
KOHTEKCT eJUHCTBEH 3a cekoja rpyna kpajuu touxku. IEEE OSI L4 Firewall u Tpeba na nopap kysa
FQDN, IP, CIDR, onicer. Windows, Linux u MacOS Mopa ga 6ugar nmogapKaHi . .

20.  Pemenmero Tpeba /ja uma (PyHKIMOHAIHOCT 338 KOHTPOJIA HA YPEOT 33 KPajHUTe TOYKHU CO
KOHTEKCT Ha MOJIMTHUKA eINHCTBEH 3a ceKoja rpyna Kpajau Touku. [Torpebna e mopnpmka 3a USB
u Bluetooth.



21. Pemenuero Tpeba ga M3BECTYBa 3a MPONYCTUTE HA ArUIMKALHATe NPOHAjIEHU Ha CEeKOj
kommjyTep u ga obesbepu crienpuaHY MHGOPMALIMK U TeTaIU 32 CVE.

22.  Pemenuero Tpeba ga ¥Ma pPeKOHCTPYKIWja Ha Hamajg €O MAIMHCKO HarojyBamme.
HacTaHuTe aBTOMATCKM Ce PeKOHCTpyupaaT BO JIECHO Storyline, focused & contextualized
npeAynpenyBama 3a aHaJuTHIapuTe 3HAIHU nobp3z MTTR. '

23. EDR 3appyBamketo HA MOJaToluTe Mopa ia Tpae najmasiky 14 geHa Bo Mojen baszupaH Ha
SaaS Cloud
24. DYHKLHMOHANIHOCTA MOPA [1a UMa criocobHOCT 32 aBTOMATCKO M aBTOHOMHO U3BPITYBALE HA

I'I‘_DGTKU,LI,HU MHOeKcHpambe U TTPeTxXo0gHOo NMOBP3yBamk:Ee HAa HACTAHWTE KaKo ITO ce ciaydyyBnaar, BO
peanHo BpPeMe, TAaKBOTO MHIEKCUPAFbe tpeba fa ce CIy4M BO KpajHaTa TOYKa, a He BO obmaxor,
rakpuTe Hactanu ce Oapa pAa uMmaaT eIMHCTBEH upentucukarop. bapawbero Ha TakoB
upeHTduKarop Tpeba fga BpaTu tabena co cute nacrauu (IP, DNS, FILES, PETUCTPH, MPOLEC,
URL uTH.) WITO ja COCTaByBa JajeHara curyanuja Ge3 pa3MKa Jajy e oBp3aHa co MajlMIM03eH
codTBep UK He. JJonoJIHUTEHO, KOHTPOJIHATA tabna na EDR ru Bpaka nopgaroiure 3a fajeHoTo
fapame 3a  MueHTU(HUKATOP HA curyanujara“ Tpeba jja COAPIKM UCTPAKYBAY Ha »JPBOTO Ha
nponecuTe” 3a rpathuuKa Bu3yenu3anuja u npopabouyBame Ha HaCTaHUTe.

25. PenrenyeTo MOpa Jia e UHTErpyupa BO eleH aBTOHOMEH areHT.

26.  Pemenuero Tpe6a ma e Bo cornacHocT co OmmuTa peryiaTusa 3a 3auTiTa Ha ToAaToLuTe
(GDPR- General Data Protection Regulation, Regulation (EU) 2016/679).

27, PenrenneTo Mopa jia 0uzie MMEHYBaH KaKo JIUep BO 2021 Gartner Magic Quadrant 3a EPP.
78, Peurenyero Ha MOpa fa TOJJPXKYBa JIOB Ha 3aKaHM KOPUCTEjKM TAKTHKM U TEXHUKM Ha
MITTRE.

29. PemeHueTo jia e o7 BOJEUKUTe BO epajlyanyjara Ha MITRE ATTACK mnocnegHurte pse
TOJIVHML

30. Mopa fa mHojp/KyBa NMpUIArofieHu npasuia 3a OTKpUBame. 3a fia My [03BOIHUTe Ha
anammtuuapor, npersopete ri (EDR/XDR) 6aparaTa Bo aBTOMATU3MpatH Tipasnia 3a JIOB LITO
aKTUBMpaar Npejyrnpefiybama ¥ aBTOMaru3dpaHn O/AroBOpH Kill, Quarantine, Remediate,
Rollback, Isolate from Network) kora npasunara OTKpUBaaT coBriarama.

31 EDR mopa MpUMpOJHO /ja Ce MHTerprupa Co KOMIOHEHTaTa EPP Bo efieH aBTOHOMEH areHT
32.  EDR mopa jia nopap KyBa oliepaTuBHI CHCTEMU Windows, MacOS u Linux.

[

33. EDR mopaifia o6e36ey npeucTysay Ha ipBo 3a MpOLech.



34. EDR mopa aBTOMAaTCKH ha MHAEKCHPA M Ja M KOpejlpa HacTaHUTe IOJ, eMHCTBEeH
HUIeHTH(MUKATOP Ha MPUKA3HATA.

3 Pemennero tpeba na obe3benu Secure Remote Shell 3a ga Mo)ke agMUHHCTPATOpPOT Aa
M3BPITYBa KOMAaH/IM Ha KpajHaTa TOUKa Jypy ¥ KOra KpajHaTa Touka e Bo coctojba Ha usonauuja
Ha Mpeyka / Mpe)xHa uciuryaysarme, [lokpaj Toa, pemenuero tpeba fja 3auypa npenuc of cecujara.
Taxsuor npenuc tpeba ga Oupe 3amrTuTeH co J03MHKA U JaleYMHCKHOT pucTan Secure Remote
Shell Tpeba ga ro mpuHyzu co 2 hakropcka aBTeHTHKALIM]a 3a AAMUHKCTPATOPOT MPe/] 1A J03BOIM
mpucrarn. Secure Remote Shell Tpe6a fa ce BKyun /MCKIyun IpeKy KOHTEKCT Ha MOAUTUKATA.

YcimoBu:

e HMucrananuja Ha aHTMBUpYCceH coTBep Ha CUTe KIMEeHTH U cepBepd. Ha cepsepure e
noctaseH Active Directory u @ajii cepsep, KaKo u aryimKainuCcK CepBepu 1 cepsepu co Hasm
Ha TojaTony KoM He cMear fa mmaaT downtime, co WTO MHCTajanmjaTa, HOKOJIKY e
norpebHo, 6u ce uMNIEeMeHTUpaia HagBoOp of paboTHo Bpeme. Hocurenor Ha Habaskara
Tpeba /la ru mpefBUAM CUTe MOJecyBama (paBusa ¥ MCKAYYOLM) HA codTBepoT 3a fa
anJiMKauuuTe U CePBUCHTE KOU I'M KOPUCTHM MWHMCTEPCTBOTO 3a (hMHAHCHU TPOJOJIDKAT
HeTIpevyeHo ja (pyHKIMoHupaar; :

e O6yxa na fiBajiia BpaboTeHn 3a KOPUCTeHe W MOHATAMOITHO OZIPYKYBake U MOAAPIIKA 34
AHTUBUPYCHHUOT MAKeT;

e DBo momeHTOB BO MH(paCTpyKTypata Ha MUHMCTEpPCTBOTO € HMHCTaAUpaH U IIOCTABEH -
aHTuBMpyceH codteep - Sophos Endpoint Agent na 630 paboTHu craHuny u 8 cepeepu.
Hocurenot nHa Habapka Ha MOHYeHOTO CO(TBEPCKO pentenue Bo copaborka co UT uua ox
MuHKCTEPCTBOTO, € HOJDKEH fa I'0 JeMHCTANUpa TeKOBHUOT CO(TBep 0j cuTe paboTHU
CTAHULIM ¥ CePBEPU U Jla 'O MHCTaJXpa HOBUOT coTBep Ha pabOTHUTE CTAHUIIU U CEPBEp.
[Jeuncrananyjara Ha CTApOTO AHTHBHPYCHO pellieHne W MHCTanalnyjaTa Ha HOBOTO Ke ce
BPIIIM MPEKY KOH30/aTa 3a 1|eHTPajHO YIIpaByBake Ha aHTUBMPYCHUTE PelleHuja u Cco
(bM3suuky TpucTan Ha caMuTe pabOTHU CTAHWUIM JIONMPAHW BO O6jeKThTe Ha
MunncrepcrBoTo Bo Ckomje. 3a octanaThTe pabOTHHM CTAHULY, BO MOJPAUYHUTE JUHULIU
Hazsop o7 Ckormje, uHCTaNanujara ke ce BpuIn ganeunHcku. [lo mHcTamamuja Ha copTBEpOT
HOCUTeNOT Ha HabaBKaTa ocTaByBa fieTaneH n3semTaj 10 MUHHCTepCTBOTO 3a (huHAHCHY;

e Dbecnmarthu 'program upgrades’ u 'program patches’;

o DBrsyuena ocHOBHa MOAZpIIKA O CTPaHA Ha NMPOM3BOAUTENOT HA coTBepoT (mpaBo Ha
HazArpaz0, 3aKpiiy, HOBM Bep3MK ¥ OCHOBHA on-line TexHuuka nojapiika) 3a nepuog oj 1
(emHa) ropuHa; : . o :

o Hocurenor Ha HabaBkara e momkeH Bo mepuop of 1 (egHa) roguna ma maBa TexHMYKA
nojpuiKka Ha on-site Jiokaiuja BO ciydyaj Ha Hacta"Hatd npobnemu (mo mnpujasa Ha
JOTOBOPHUOT OpraH). BpemeTo Ha OCTANHOCT Ha CEPBUCOT 3a TEXHUUKA TOZpuIKa Tpeba jia
buge cexoj paboren men om 08-17 wacor. Op crpana Ha MuHUCTEpCTBOTO Ke 6upe
oBo3moykeHa v VPN Bpcka 3a mpucTar JOK0JIKY MMa rnorpeba. MUHHCTEPCTBOTO pacrosara
co 6 noxauu Bo Ckonje u 45 Bo Ap:kasara. JJokonky uMa mnorpeba o MHTepBeHIMja Ha



. TMIe MecTo Ha JTokaumjata Hagsop of CKorye, APEeR030T 3a MaKCI}xMYM 2 TeXHITIKH JML{E O
: HOCHTENOT HA HaGaBKaTa ro obe3benysa MHHHCTepCTBOTo co cny>1<6eH0 BOBH}‘[O

aHI‘}/IBHp"_VCHHOT cochBep H axcmsauma Ha JMIEHIMTE TT0 [MTO HOCHTEN0T HA HABABKA | 1<e_-_
G 6H,zge ﬂonn{eﬁ zl;a ]a HSBpﬂIH mfcranan;ﬂ;a'ra BO porc 0,11 10 (neceT) KaeHAapCKy ﬂPHOBH oA

s KGpﬁCﬁI/IHH / capaep) A BKJIV‘{ﬁ v oGe3beau: HECTANTALNA Ha HCTHOT BO Bp@M@ipaeH:ﬂ op 10

o (i;' ; eff) Ka i H,n;apcﬁﬂ IBHOBH, DEMOoTe o6yKa 33 KOPHCTRIBE HA CHCTeMOoT Ha BpaborenuTe Bo

| ROTOBODHWOT OPTaH, KAKo U MuuuMys 1 (ejen) [eH pemMore BO MECELOT 3a KOHCYNTAUHMH BO
BPEMEeTDAeIHe HA APeTIVIATATS, BO COTTACHOCT CO TEXHUUKNUTE crienudInKanny.




